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Busuposanue PIL/] nis ncnoJiHeHNsI B 04epeiHOM y4eOHOM roay

IIpencenarens MK PHC

L 2023 r.

Pabouast nporpamMma nepecMoTpeHa, 00CyXK/IeHa U 0100peHa JIIst
ucronHenns B 2023-2024 yueOHOM roay Ha 3aceIaHnu Kabeapsl
(x¥202) NHbOopMaLMOHHBIE TEXHOJIOTHH U CUCTEMBI

ITporokoi oT 2023 . Ne

3aB. kadenpoii [TomoB M.A., KaH/I. TEXH. HAYK, JJOLCHT

Buzuposanue PII/] s ucnonHenus B ouepeHOM y4eOGHOM roay

IIpencenarens MK PHC

2024 1.

Pabouas nporpamma nepecMoTpeHa, 00CyKIeHa H 0100peHa IS
ucnonHeHus B 2024-2025 yueOHOM rojy Ha 3acelaHuH KadeIpbl
(x202) MndopManuoHHbIE TEXHOJIOTUHN U CUCTEMBI

IIporokomor 2024 . Ne
3aB. kadenpoii [TonoB M.A., KaHJ. TeXH. HAYK, JOLEHT

Busuposanue PII/] niist ncnoJiHeHHsI B 04epeiHOM y4eOHOM roay

IIpeacenarens MK PHC

2025 1.

PaGouas nporpamma nepecMoTpeHa, 00Cyxk1eHa U 0100peHa s
ucnonHenus B 2025-2026 yueOHOM roay Ha 3acefaHuu Kadeapsl
(xk202) NHbopMaMOHHBIE TEXHOJIOTHH U CUCTEMBI

IIpotokom ot 2025 . Ne
3aB. kadenpoii [TomoB M.A., KaHJ. TEXH. HAYK, JJOICHT

Buzupoanue PIIJ] 1151 ucnonHenusi B ouepeTHOM y4eOHOM roay

IIpencemarens MK PHC

2026 .

Pabouas mporpamMma nepecMOTpeHa, 00CyKIeHa B 0100peHa AT
ucnonHenus B 2026-2027 yueOHOM roly Ha 3acelaHuH Kadeapbl
(x202) IndopMannoHHbIE TEXHOJIOTUH U CUCTEMBI

IIpoTokomor 2026 r. Ne
3aB. kadenpoii [TonoB M.A., KaHJ. TEXH. HAYK, JJOLCHT



Pabouas nporpamma qucuuIIMHbl  TeXHOJIOTHU oOecredueH st THPOPMAITMOHHOH 0€30MacHOCTH

paspaborana B coorBercTBuu ¢ ®I'OC, yTBEepKACHHBIM NPHKa30M MuHHCTEpCTBa 00pa3oBaHus U Hayku Poccuiickoit @enepanuu ot
26.11.2020 Ne 1455

Kpanuduxarus MarucTp

®opma oOyueHHS OYHas

OBBEM JUCHUIIVIMHBI (MOAYJISI) B 3AYETHBIX EJUHUINIAX C YKAZAHUEM KOJIMYECTBA
AKAJEMHWYECKUX YACOB, BBIIEJIEHHBIX HA KOHTAKTHYIO PABOTY OBYYAIOIUXCA C
MPEIIOJABATEJIEM (ITO BUJIAM YUYEBHbBIX 3AHATU) U HA CAMOCTOSATEJBHYIO PABOTY
OBYYARKOIINXCSA

OO0w1as Tpy10eMKOCTh 53ET
YacoB 1o yueOHOMY TUIaHY 180 Bupl KOHTPOINIST B ceMecTpax:
B TOM YHCJIE: 9K3aMeHbI (CEMECTp) 2
KOHTaKTHas paboTa 94 3a4ETEI € OLEHKOH 1
PTP 1 cem. (1), 2 cem. (1)
caMoCTOsTebHas paboTa 50
4acoB Ha KOHTPOJIb 36

PacnpepeneHue 4yacoB AMcuUUNMHbLI NO cemecTpam (Kypcam)

Cemectp
(<Kypc>.<CemecT p 1(1.1) 2(1.2)
Ha Kypce>) HUroro
Henens 11 2/6 12 4/6
Bun 3ansatuit i PIT v PIT v PIT
Jlexuun 16 16 16 16 32 32
IIpakTHueckue 16 16 32 32 48 48
KonTpons 10 10 4 4 14 14
CaMOCTOSITEILHOU
paboThI
B ToMm uucne uHT. 8 8 8 8 16 16
HWroro aysn. 32 32 48 48 80 80
KonTaktHas 42 42 52 52 94 94
pabora
Cawm. pabora 30 30 20 20 50 50
Yacel Ha 36 36 36 36
KOHTPOJIb
Htoro 72 72 108 108 180 180




1. AHHOTA LIS JUCLIUTITAHBI (MOYJIST)

1.1 TpeGoBanus COBpeMEHHBIX OTEYECTBEHHBIX M MEXIYHAPOAHBIX CTAHIAPTOB, PYKOBOASIINX JOKYMEHTOB H APYTUX
HOPMATUBHBIX JIOKYMEHTOB 10 OPTraHU3aLUK U TEXHOJIOIMAM 3aLIUThl HH(POPMALUK, IPUHIMIIBL paOOThL U YCTPOIicTBa
TEeXHHYECKUX CPEICTB 3alIUTh HHpopManuu. TpeGoBaHus, IpebsIBIIeMble K IpolLieccaM 3alluTe HHOpMauK B
coBpemenHbix I YIC, MUC, KMU. ITpunuuns! BEIOOpa CPEICTB U TEXHOIOTUIT 3aIlUThI IPY OPraHU3aIUU CUCTEMBbL
nHpopmanmoHHo# 6e3onacHocTr. Kitaccudukanus texnomnoruii obecrieuenust Ub: oOHapyxeHUs BTOPIKEHHH, 3alIUThI OT
HC/, anTuBupycHOE MporpaMMHOe o0ecrieueHre, MPOAKTUBHOM 3alUThl HHPOPMALIUK B KOPIOPATUBHBIX CHCTEMAX,
ayauTa HH(pOpMaIUOHHOI 6e30macHocTy. IIpo6aeMbl pa3BUTHUs TEXHOJIOIUH oOecrieueHus 6€301acHOCTU. TeXHOI0Iuu
pa3pabOTKH JOKYMEHTOB IIPH CO3JaHIN CHCTEMBI HHPOPMAMOHHON 0€30MacHOCTH (TIOJIUTHK, KOHIETIINH, IIJIaHOB,
ONUCAaHUM, TEXHUYECKUX 3aJaHUM U IpoLenyp).

2. MECTO JUCIHUATIIMHBI (MOJYJISI) B CTPYKTYPE OBPA3OBATEJLHOM IMPOT PAMMBI

Ko nucuunivHer: |B1 .B.05

2.1|TpedoBaHus K NpeIBaAPUTEIbLHO MOATOTOBKE 00y4aOIIEroCs:

2.1.1|KomnbrOTEpHBIC, CETEBbIC U HHPOPMAIIHOHHBIC TEXHOJIOTUU

2.1.2|CoBpeMeHHBIC TEXHOJIOTHH M METO/BI pa3pab0TKH U peallu3allii MPOTrPAMMHBIX IPOEKTOB

2.2| AMcUMIUIMHBI H TPAKTHKH, IJIsI KOTOPHIX OCBOEHHUE TAHHOIM JHCHUILTHHBI (MOAYJIs1) HEOOX0IUMO KAK
npeauecTByoIlee:

2.2.1|IIpennuniaomMHas paKkTHKa

2.2.2|Be3omacHocTh cucTeM 0a3 JaHHBIX

2.2.3|Uudopmanmonnsie WEB-cucTeMsl 1 X 6€30MacHOCTh

3. HEPEYEHb INTAHUPYEMBIX PE3YJbTATOB OBYYEHUS 110 JUCIUIIJIMHE (MOYJI1O),
COOTHECEHHBIX C IVIAHUPYEMBIMHA PE3YJIbTATAMA OCBOEHUS OGPA3OBATEJIBHOM ITPOI'PAMMBbI

IIK-2: Cnoco6en npuMeHsSITh 3HAHUS B 00J1aCTH TEXHOJIOTHII M METO/I0B 3a1UTHI HH()OPMAIUH NPH MOJIeIMPOBAHUH,
pa3patoTKe U JOKYMEHTAIMH CUCTEM 3alUThl HHYOPMAIIMH B ABTOMATH3MPOBAHHBIX CHCTEMAX

3HaTb:

TEXHOJIOTHH ¥ METOIbI o0ecrieueHuss HHPOPMaIIMOHHOI 6e3011acCHOCTH; METO bl aHAJIM3a U CUHTE3a HH(OPMALIMOHHBIX CUCTEM TIPU
MOZEIUPOBAHIHN; Pa3pabOTKy JOKYMEHTALMH CHCTEM 3allUThl HHPOPMALUK B aBTOMaTH3UPOBAHHBIX CHCTEMaX

YMmeTh:

TEXHOJIOTHH U METOJIbI 0OecnieueHuss HHPOPMAIIMOHHOH 6e30MacHOCTH;
MOJCIMPOBATH CUCTEMBI U pa3pa6aTblBaTb JOKYMCHTAIMIO 3alllUThl aBTOMATU3UPO-BaHHBIX CUCTEM

Baanets:

TEXHOJIOTHAMH U MEeToJlaMu obecreueHns: HHPOPMALMOHHOH 6e30acHOCTH;
MOJICITIPOBATh CHCTEMBI H pa3padaThIBaTh JOKYMCHTAIHIO 3aIIUTEl  aBTOMAaTH3HPOBAHHBIX CHCTEM

IIK-3: Cnioco0eH ocyiiecTBJIAsATh BBOJ B /ieiiCTBHE U IKCIIYaTAlI0 HHGOPMALMOHHBIX CHCTEM B 3aLUIIEHHOM HCIIOJTHEHUH

3HaTh:

METOJIbI U CpeCTBAa 00OCHOBAHUS COCTABA, XaPAKTEPUCTHK U (PYHKIIMOHATIBLHBIX BOSMOXHOCTEH CUCTEM U CPEICTB oOecreueHus
UH(POPMAITMOHHON 0€30IIaCHOCTH 0OBEKTOB 3alINTHI HA OCHOBE POCCHICKHX W MEXKIyHAPOMHBIX CTAHIAPTOB; APXUTEKTYPHI
COBPEMEHHBIX ONEPALUOHHBIX CUCTEM, YCTPOHCTBO U CPEACTBA 3ALUTHI

YMeTh:

IPUMEHSTH Ha IPAKTHKE METObI U CPEJCTBA 00OCHOBAHUS COCTABA, XapAaKTEPUCTUK U (DYHKIIMOHAIBHBIX BO3ZMOXKHOCTEH CUCTEM U
cpencTB obecTeueHUs HHPOPMAIIMOHHON 6€30ITacCHOCTH 00BEKTOB 3alIUTHl HA OCHOBE POCCHICKNX M MEKTyHAPOIHBIX CTAaHAPTOB;
(hopMUpPOBaTH U PEaNn30BbIBATh NOIUTUKY HH(GOPMALMOHHON 0€30MacCHOCTH NPEANPUATHS

Baaners:

METOJAMU U CPEACTBAMU OOOCHOBAHUSI COCTaBa, XapaKTEPUCTUK U (PYHKLIMOHAIBHBIX BO3MOKHOCTEH CUCTEM U CPEIICTB 00eCIedeH s
MH()OPMAIIMOHHOK 0€30IaCHOCTH OOBEKTOB 3aIUTHI HA OCHOBE POCCHUMCKUX M MEXIYHaPOIHBIX CTaHIapTOB,;

NpPUHOUIIAMA obecriedeHHst HHQOPMAMOHHO 0€30TacHOCTH Ha YPOBHE OIIEPAIIOHHBIX CHCTEM U HABBIKAMHU 0E3011acHOTO
AJIMUHUCTPUPOBAHHS ONIEPALIMOHHBIX CUCTEM

4. COAEP)XAHHUE JUCIHUIIJIMHBI (MOAYJIsI), CTPYKTYPUPOBAHHOE I10 TEMAM (PA3JEJIAM) C
YKA3AHHUEM OTBEJEHHOI'O HA HUX KOJIMYECTBA AKAJEMUYECKHX YACOB 1 BUJOB YYEBHBIX

Kon HaumenoBanmue pa3nesioB u teM /Bua | Cemectp / KomnereH- Hnre
Yacos Jlutepatypa IIpumeuanue
3aHATUSA 3aHATHA/ Kypc 10707 pakT.

Pazgean 1. Jlekuun | | | |




1.1 IToHATHE HaMOHAILHOM 0€30IMaCHOCTH; 4 IIK-2 JI1.8J12.3 J12.5
OCHOBHBIE IIOHATHSI, 00IIEMETOI0- D1 32 323
JIOTUYECKHe MPUHIHMITE Teopuu Ub;
po6IeMbl HHPOPMAITMOHHOH BOMHBI,
roCy/lapCTBEHHAs HHPOPMAIMOHHAS
MIOJIMTHKA; TTIPOOIIEMBI pETHOHATIBHON
UH()OPMAITMOHHOW 0€30MaCHOCTH; BHIBI
nadopmarum; /Jlex/
1.2 Knaccuduxanus u ananus yrpos Ub. /Jlex/ 4 ITK-2 J1.7J12.2 BU3YyaIIU3aLlUs
2192
1.3 Bupl, KaHAJBI YTEYKH U HCKAXKCHHUS 4 [1K-2 JI1.1J12.5 BU3YyaJIM3aIIUs
uHpopmanun. /Jex/ 2109233
1.4 Mertonp! obecnieuenus Ub. /Jlex/ 4 IK-2 J1.2
2109233
15 CpenctBa obecnieuenus Ub. /Jlex/ 4 IK-2 JI3.1
213233
1.6 MeTo/ibl HApyIICHUS U 3allIUThI 4 [1K-2 J1.8
KOH(UIEHIIUATIBHOCTH, 1I€JI0CTHOCTU U 019233
noctynHocTd nHpopmanuu. /Jlex/
1.7 Komruieke cpecTB U TEXHOJIOTHIA 4 I1K-2 J1.7 BHU3YaJTU3aIHs
obecneyeHns1 THQOPMAIIMOHHOM 219233
0e30macHOCTH OOBEKTOB 3aUTHI /JIek/
1.8 Br160p 1 000cHOBaHUE TEXHOJIOTHIA 4 [K-2 BU3YalIHU3alus
3aIIUTHI HH-(DOPMAIMH 11 0O BEKTOB 219233
uHpopmaruzanmu /Jlex/
Paznen 2. [IpakTnueckue padoTbl
2.1 3amuTa onepanuoHHbIX cucteM /I1p/ 4 MK-2K-3 | JI2.1J12.6
213233
2.2 3ammra oT MPOrpaMMHBIX 3aKJIAJI0K. 4 IK-2 TIK-3 J1.8 pabora B
IMonuTuka 6e3onacHoctu. /Ilp/ 0139233 rpymnmnax
2.3 ABToMaTH3anus npouecca 00padboTKH 4 MK-2 T1K-3 J11.4J12.4 pabora B
koHpuaeHnuansHon Mudopmarnmu. /TIp/ 215233 rpymnmax
24 BesonacHoe B3aUMOJICHCTBHEC B 4 IK-2 TIK-3 J1.9 pabora B
KOMITbIOTepHBIX cuctemax /IIp/ 0132233 rpynmnax
25 BezonacHoe B3aumoeicTBIE B 2 MK-2 T1K-3 JI1.4J12.6 pabota B
KOMIbIOTEpHBIX cuctemax /IIp/ 213253 rpymnmnax
2.6 MexaHHU3MBI YIPaBJICHHUS JOCTYIIOM U 2 ITK-2 TIK-3 JI3.1 pabora B
3auuThl pecypcos. /IIp/ 33 rpymnmnax
2.7 MexaHH3M MTOJTHOMOYHOTO YIIpaBICHHS 4 ITK-2 TIK-3 JI3.1 pabora B
noctymnom. /ITp/ 219233 rpymnmnax
2.8 Mertonp! obecrieueHust ”HPOPMALUOHHON 6 IK-2 I1K-3 J1.7 pabora B
0€3011aCHOCTH KOMITBIOTEPHBIX CHCTEM 213253 rpymnmnax
Mp/
29 MexaHu3M U30UPaTENbHOTO YIIPaBIeHUs 4 IK-2 I1K-3 J12.6
noctymom. /TIp/ 215233
210 [MexaHH3M KOHTpOJIS 6 ITK-2 TIK-3 J1.1
nenoctHocTu. KoHTpoOIb anmapaTHOi 213233
KoH(purypanuu kommberorepa. /TIp/
211 [Topsinox arrecraruu 4 MK-2 T1K-3 J1.6
aBTOMAaTH3HPOBAaHHBIX CHCTEM 00paboTKU 21022
nadopmaryu. /TIp/
2.12 ArnmapaTHble CpPeJICTBA 3aIIUTHI OT 4 MK-2 T1K-3 JI1.9
HEeCaHKIIMOHUPOBaHHOTO BXxoxa. /I1p/ 2109233
Pazgen 3. CamocTosiTenbHas paboTa
3.1 IMoxroroBka k nexmusm /Cp/ 8 IK-2 J1.1J11.2J11.3
JI1.5 J11.6 J11.7
JI1.8J12.1J13.1
3.2 [ToaroroBka K MPaKTUYECKUM 3aHATHUSIM 14 TIK-2 I1IK-3 [J11.2 JI1.3 JI1.4
/Cp/ J1.5

JI1.6J12.1J13.1




3.3 Beinonuenue PI'P /Cp/ 1 8 0
34 [ToaroToBka K MpakTUYECKUM 3aHITUSM 2 12 | TIK-2 TIK-3 |JI1.2 J11.3 JI1.4 0

/Cp/ J1.5

JI1.6J12.1J13.1

3.5 Beimonuenue PI'P /Cp/ 2 8 0

Pazgen 4.
4.1 [TonroroBka K 3k3aMeny /Jk3aMeH/ 2 36 ITK-2 ITIK-3 0

5. OHEHOYHBIE MATEPHUAJIBI IJISI IPOBEJIEHUS IPOMEKYTOYHOMN ATTECTALIAA
Pa3melneHbl B IPUJIOKEHUH
6. YYHEBHO-METOANYECKOE U THOOPMAIIMOHHOE OBECIIEYEHUE JUCIUAIIJIMHBI (MOAYJIS)

6.1. PexoMeHyeMas JuTepaTypa

6.1.1. IlepeyeHb OCHOBHOIi INTEPATYPbI, HEOOXOAUMOI /151 OCBOEHHUSI TUCUMILIMHBI (MOAYJIs1)

ABTOpI)I, COCTaBUTCIIN

3arnaBue

W3paTenscTBo, TOI

Hunsxep b.4., Opmos
C.A.

Opranuzaiust OBM u cuctem: Yue0. Ui By30B

Cankr-IlerepOypr: ITutep, 2007,

J1.2

Tanenbaym 0.

COBpeMeHHBIe OIIepallMOHHBIE CUCTEMBI

Canxr-ITerepOypr: ITurep, 2015,

J1.3

CutHoB A. A.

Aynut nHGOPMAITHOHHON HHPPACTPYKTYPhI

Mocksa: EBpa3uiickuii OTKPBITHIN
UHCTUTYT, 2011,
http://biblioclub.ru/index.php?
page=book&id=90796

1.4

Ddedpumor A. J1.

Mertop! U cpeacTBa 3aIUTH HHPOPMALIUH B CETAX

Mocksa: JlabopaTopust KHUTH,
2011,
http://biblioclub.ru/index.php?
page=book&id=140796

J1.5

TuroB A. A.

TexHUUECKHE CpecTBa 3aIIUThl HH)OPMAITHN

Tomck: Tomckuit
rOCyJapCTBEHHBIH YHUBEPCUTET
CHCTEM YIpaBICHUS U
paaunoanexktponuku, 2010,
http://biblioclub.ru/index.php?
page=book&id=208661

JI1.6

H.A. CBunapes

HHcTpyMeHTalbHbIH KOHTPOJIb U 3aIUTa MHPOpMaLUH

Boponex: Boponexckuit
rOCY/IapCTBEHHBI YHUBEPCUTET
WH)XEHEPHBIX TexHonorui, 2013,
http://biblioclub.ru/index.php?
page=book&id=255905

J1.7

IIpoxoposa O. B.

Nudopmanmonnas 6e30nacHOCTb U 3aIlUTa HHPOPMALIUHL:
YueOHIK

Camapa: Camapckuit
roCyIapCTBEHHBIN
APXUTEKTYPHO-CTPOUTEIBHBIN
yauBepcuTteT, 2014,
http://biblioclub.ru/index.php?
page=book&id=438331

JI1.8 |I'pomos 10O.1O. MNudopmanmonHnas 6e3onacHocTs U 3amura nHGopmanuu: yueo. |Crapeiii Ockon: THT, 2016,
noco6ue i By30B
JI1.9 |Ananypos C.E. MudopmanmonHast 6e30MacHOCTh U 3aluTa HHHOpMAIIUU Ha Mocksa: ®I'BOY, 2014,
JKEJIE3HOZIOPOKHOM TPaHCIopTe. B 2 - 4.: Yue0.
6.1.2. IlepeyeHb 7OMOJTHUTENBHOI JUTEPATYPbI, HEOOX0AMMOIi VIS 0CBOEHMS TUCHUILINHBI (MOIYJI1)
ABTOpBI, COCTaBUTEIH 3arnaBue WznarenscTBo, TOX
JI2.1 |Xopes IL.b. Mertop! ¥ cpeacTBa 3alUTHl HHGOpPMALK B KOMIBIOTEpHBIX  [MockBa: Akagemus, 2007,

cuctemax: Yue0. mocodue st By30B

2.2

Jlamyx H. B., PaeBckas
II. E.

MHubopmanmoHHbIE TEXHOJIOTHH: y4el. mocobue

UYwura: 3a6MKT, 2015,

J12.3

Tomueina O.J1.,
Makcumon H. B,
TTonos U. U.

WudopmaniioHHbIe CUCTEMBI U TEXHOIOTHH: y4el. mocodue s
BY30B

Mocksa: ®opym : Uadpa-M,
2016,




ABTOpLI, COCTaBUTCIIN

3arnaBsue

W3naTenbcTBO, roj

2.4

TuroB A. A.

VmKkeHepHO-TeXHIYeCKas! 3alnTa HHHOPMaIUN

Tomck: ToMmckuit
rOCyJapCTBEHHBIN YHUBEPCUTET
CHCTEM YIpaBJICHUS U
panuosnektponuku, 2010,
http://biblioclub.ru/index.php?
page=book&id=208567

J2.5

Hecrepos C. A.

OcHOBBI HHPOPMAIIOHHOH Oe3011acCHOCTH

Cankr-IlerepOypr: 3naTenscTBo
IMonurexHuueckoro
yHuBepcurera, 2014,
http://biblioclub.ru/index.php?
page=book&id=363040

J12.6

AsepuenkoB B. U.,
PritoB M. 1O.

OpraHu3anioHHAs 3anTa HHHOPMAITN

Mocksa: @nunta, 2011,
http://biblioclub.ru/index.php?
page=book&id=93343

6.1.3. Ilepeuens yueoHo-Me

TOJMYECKOT0 00ecredyeH s ISl CAMOCTOSITeJIbHOI PadoThl 00y4AIOIIUXCS N0 TUCHUTINHE
(Mony.r0)

ABTODEI, COCTaBUTEIHN

3arnaBue

H3narenscTBO, IO

J3.1

Kpar IO.T.

CoBpeMeHHbIE KOMITBIOTEPHBIE TEXHOJIOTHH 00pabOTKH
uHpopmaIuu: yued. mocodue

Xabaposck: N3x-so ABI'VIIC,
2011,

6.2. Ilepeuens pecypcoB HHPOPMALHOHHO-TeJIeKOMMYHHKAIIMOHHOM ceTH "UHTepHeT", HE0OXOAMMBIX AJI 0CBOEHUS
JHCHUILIAHBI (MOXYJIS)

31 [®CTOK Poccun http://www.fstec.ru
32 |00O0 "Lentp 6e3onacHocty uHpopManuu" http://www.cbi-info.ru/
23  [Xomauar MACKOM Boctok http://www.mascom.ru/

6.3 Ilepevyenb HHGOPMALMOHHBIX TEXHOJIOTHIi, HCIOJIB3yeMbIX NPH OCYILECTBIEHUH 00Pa30BATEIbHOI0 NpoLecca 1mo
AUCHUILTHHE (MOAYJII0), BKJIYAsI epevyeHb NPOrpaMMHOro odecrevyeHusi U MH(POPMAIMOHHBIX CIPABOYHBIX CHCTEM
(mpu HEOOXOTUMOCTH)

6.3.1 Ilepevyens NporpaMMHOro oGecnevdeHnst

Windows 7 Pro - OnepanionHas cucreMa, ui. 60618367

Office Pro Plus 2007 - TTakeT oducHbIX mporpamm, jui.45525415

AnTuBupyc Kaspersky Endpoint Security ans 6usneca — Pactmpennsiii Russian Edition - AHTHBHpYCHAs 3a1uTa, KOHTPakT 469
JIBI'YTIC

Windows 10 - Onrepanmonsas cucrema, nui. 1203984220 ( (MYAT)

Free Conference Call (cBoGoaHas TuIIcH3Ms )

Zoom (cBoOOIHAs JTULICH3HS )

6.3.2 llepevyenb nHGOPMALHOHHBIX CIPABOYHBIX CHCTEM

TIpodeccronansHas 6asa JaHHBIX, HHOOPMAIHOHHO-CIIPaBoUYHas cucrema [apanr - http://www.garant.ru

TIpodeccronansras 6asa JaHHBIX, HHOOPMAIOHHO-CIIpaBouHas cucrema Koncymsrantlhmoc - http://www.consultant.ru

TpodeccronansHas 6asa JaHHBIX, HHOOPMAIIMOHHO-CIIPaBoYHas cucremMa Texokcrept - https://entd.ru/

7. ONMCAHUE MATEPHUAJIbHO-TEXHUYECKOW BA3bl, HEOBXOJIUMOM 51 OCYIIECTBJEHUSA
OBPA30OBATEJIBHOI'O ITPOLECCA IO JUCIUIIJIMHE (MOZYJIIO)

Aynuropus Ha3znauenue OcHarueHue

201 KoMmbroTepHSIi Ki1acc 11 MPaKTHIECKUX U CTOJIBI, CTYJIbS, KOMIIBIOTEPHAS! TEXHHKA C BO3MOXKHOCTEIO
J1a00PATOPHBIX 3aHATHH, IPYIIIOBBIX U nojKIroYeHus Kk cetu MHTepHer, ceobonHoMy noctyny B ObC u OUOC,
MH/IUBUTyalIbHBIX KOHCYJIbTALUH, TEKYILETO MPOEKTOP
KOHTPOJIS ¥ IPOMEXYTOUHON aTTECTAINH, a TAKKE
IS CaMOCTOSITEIbHON paboThl

304 VYueGHast ayuTOpHs IS IPOBEACHHUS 3aHATHI KOMIUIEKT y4eOHOH MeOelH: CTOMIbI, CTyJIbsl, HHTepaKTUBHAS JOCKa,
JIEKIIHOHHOTO THUIIA MYJIBTHMETUHHBIA IIPOEKTOP, KOMITBIOTEP, CUCTEMA aKyCTHIECKast

324 YdeOHas aymuTopus I MPOBEICHUS Kowmriekr yaeOHo MeOemH, SKpaH, aBTOMaTH3UPOBaHHOE pabouee MecTo

MPaKTHYECKUX M J1aO0paTOPHBIX 3aHATHI,
IPYNIOBBIX U HHANBHUAYAIBHBIX KOHCYJIbTALIHH,
TEKYILEro KOHTPOJIsl U MPOMEXYTOUHOM
atrecrauun. Jlabopatopus «3amura nHGpopMaIn
OT YTEYKH 32 CUST HECAHKI[MOHUPOBAHHOTO
A0CTyIa B JIOKAJIbHBIX BBIYHUCIUTEIIBHBIX CETAX)»

IZEC «Ctynment» B cbope 16 mT, ABTOMAaTH3UpOBaHHOE pabodee MecTo
IZEC «lIpenogaBaTensy» B cOOpe, aBTOMaTH3HPOBAaHHOE pabouee MecTo
IZEC «/Iucnieruep ACY TII» B c6ope, ceprep IZEC Ha rutatdopme
WOLF PASS 2U B c6ope, cepsep IZEC na maatdpopme SILVER PASS 1U
B coope, HoyrOyk HP 250 G6 15.6, MOY XEROX WC 6515DNI,
aneKTpoHHbIN naentudukarop ruToken S 64 Kb, anexkrpoHHBIit
nnenrudukarop JaCarta-2 PRO/T'OCT, cpencTBo JOBEepeHHOI 3arpy3Ku
Dallas Lock PCI-E Full Size, cpeactBo noBepenHoi#i 3arpy3ku "Co6oub"




Aynuropus Haznauenue OcHareHue

Bepcus 4 PCI-E 5 mit, pynop u3aMepuTenbHBIN MINPOKONOIOCHBIN
116-124 3aB. Ne 150718305 B kOMILIEKTE ¢ AUDIEKTPUUECKUM LITATUBOM,
kabens KU-18-5M-SMAM-SMAM, unnykrop marauTHsiit TPM-500M
3aB. Ne 015, mpoOuuK Hanpspkerust 516-122/1M 3as. Ne 024,
TOKOCheMHUK n3MeputenbHblii TK-400M 3as. Ne 87, anteHHa
W3MEpHTEIbHAS AUIOabHAs akThBHas Al15-0 3as. No 1742,

424 Y4eOHas ayAuTOpUs A IPOBEICHUS KOMIUIEKT y4eOHOI1 Mebenu, MyIbTUMEIUIHBINA TPOEKTOP, SKPaH,
71a00paTOPHBIX U MPAKTHIECKHUX 3aHATHH, KOMIIBIOTEP MPEIOIaBaTeIs

TPYNITOBEIX U HHIUBHAYaJIbHBIX KOHCYIBTAUH,
TEKYILETO KOHTPOJIS ¥ IIPOMEXYTOTHON
arrecranud. JlaGopaTopusi 371€KTPOHHEIX
YCTPOMCTB PETHCTPALIMHK U NIepeaaud HHPOpMAIUK

3519 JlaGopatopus "3amura HHGOPMAINH B TOKaJIbHBIX | KOMIUIEKT y4eOHON MeOelH, CHCTeMa OIIEHKH 3aIHIIeHHOCTH
BBIYHCITUTEIBHBIX CETSX" TEXHUYECKHUX CPEJCTB OT YTEUKH HMHPOPMALIUH TT0 TEXHIIECKUM KaHaJIaM
"TAJINC-HY" B cneruaabHOW KOMILICKTAI[UN, CHCTEMa OI[CHKH
3aIIMIICHHOCTY TEXHUYECKHUX CPEJICTB OT YTCUKH NMH(OPMAIHH 10
TeXHUUYeCKUM KaHanaM "Curypa" crenuanbHas KOMIUICKTAIus,
aBTOMATHU3UPOBAHHASI CHCTEMA U3MEPEHHUS PEaTbHOTO 3aTyXaHHs
3IEKTPUYECKUX U 3IeKTpoMarHuTHBIX curaaioB "CTEHTOP" B
PaCIIMPEHHON KOMILIEKTalluI

8. METOAUYECKHUE MATEPHAJIBI 1JI51 OBYYAIOIIUXCSA IO OCBOEHUIO JUCIUIIJIMHBI (MO Y JIS)

C uenbio 3¢ (heKkTHBHOM opraHu3aliy yueOHOTO Tpoliecca CTyACHTaM B Havyalie ceMecTpa MpeACTaBIAeTCs yueOHO-METOJMYECKOE 1
uH(OopMaIOHHOE OOecTieueH e, MPUBECHHOE B IaHHOW pabodyeii mporpamme. B mporiecce 00yUeHUsI CTYACHTHI TOJDKHBI, B
COOTBETCTBHH C [UIAHOM BBITIOJHEHHS] CAMOCTOSITEIBHBIX Pa0oT, H3y4aTh TEOPETHYCCKUE MATEPHAIBI TI0 PEICTOSIIEMY 3aHITHIO H
(hopMyIHPOBATH BOMPOCHI, BHI3BIBAIONIIE Y HUX 3aTPYIHEHUs IJIsi PACCMOTPEHHUS Ha JCKIIUOHHBIX WK JTa00paTOPHbBIX 3aHATHX. [IpH
BBITIOJITHEHUH CAMOCTOSITEIIBHON PaboThl HEOOXOMMO PYKOBOACTBOBATHCS INTEPATYPOH, IIPEAYCMOTPEHHOW paboueil mporpaMMoi 1
yKa3aHHOI IpernoiaBaTeseM.

[penogaBanue TUCHUILUTMHEI IPELyCMATPUBACT CleAyrore HOPMBI OpraHM3aIii yIeOHOTO IPOIIecca: JICKIUH, TPAKTHYCCKUE
3aHATHS, CAMOCTOSTEIbHAs paboTa.

TeopeTuueckas yacTh MaTepuana y4eOHOM AUCIUIUIMHEL OTpabaThIBaeTcs Ha Jekuusax. Ha jgekiusx uznaraioTcs Haubosee BaXKHbIE U
CJIO’KHBIE BOIIPOCHI, SIBJIAIOIINECS TEOPETHIECKOW OCHOBOW HOPMAaTHBHBIX JJOKYMEHTOB M IIPAKTUUECKUX JICHCTBUII IO 3aIIUTE CEeTeH U
cHcTeM Iepeaadn uHbopManuu. B npouecce u3yueHus yueOHON JUCHUMIUIMHEI YIIOP JeIaeTcs Ha U3yUeHue JeHCTBYyomen
HOPMAaTHBHOH MPaBOBO 0a3bl B 00JIACTH 3aLIUTHI CETEH U CUCTEM Iepenadr HHGOpMAaIiH, CUCTEMBI CTaHAapTH3aK Poccniickoii
Oenepanyu u cucreMsl fokymMeHToB @CTOK Poccunm.

CamocrosrenpHast paboTa OpraHu3yeTcsl B paMKax OTBEJICHHOTO BPEMEHH 110 33JJaHMsAM, BbIIaBaeMbIM B KOHIIE Ka)KIOTO 3aHATHS C
yKa3aHHEM OTpadaThIBaeMbIX yUEOHBIX BOIPOCOB, METOANYECKUX MOCOOHI MO UX 0TpabOoTKe H tuTepaTypbl. CaMOCTOsATEIbHAS
paboTa IPOBOIUTCS B CIEAYIOIUX GopMax: cCHCTEMaTHIecKast OTpabdOTKa JISKIIMOHHOTO MaTepHuaa; IIOArOTOBKA K MPaKTHIECKUM
3aHATUSAM. B Xoze caMocTosITeNnbHOM paboThl 00yuaroLyecs HoIy4atoT KOHCYJIbTAIUN Y IPENoaaBaTeneil.

IpakTryeckas 4acTh y4eOHOW AUCHUILIMHBI OTpaOaThIBaeTCs HA MPAKTHUECKHUX 3aHATHAX. Ha mpakTHyecKkue 3aHsATHS BBIHOCSTCS
BOIIPOCHI, YCBOCHUE KOTOPBIX TPeOYeTCsl Ha yPOBHE HABLIKOB U yMeHHH. [UKII IpakTHUECKUX 3aHATHIH 10 IPUMEHEHUIO
TIPOrpaMMHO-ANINAaPATHBIX CPEICTB 3aIUTHI CETEH U CHCTEM Ilepeiady JaHHbBIX, IPOBOAUTCS B KOMIIBIOTEPHOM KJ1acce ¢
IpeBapUTENIbHON yCTaHOBKOM HEOOXOIUMOT0O IPOrPAMMHOT0 00€CTIeUeHNs B KOMIIBIOTEpHON ceTH. JIis mpoBeaeHus [IUKIIa
MIPAKTUYECKUX 3aHATHN BBIIEIAIOTCS JBa PENoaBaTels: BeAyIni penoaBaresb (JIEKTOP) U MPeroiaBaTeib 1 IPUBUTUS
MPaKTUYECKUX HaBBIKOB. [Ipu NpoBeeHUN MPaKTUIECKUX 3aHATHH OTpadaThIBAIOTCS 3aaHMs, YUUTHIBAIOIIUE CIIEU(UKY
BBITIOJTHAEMBIX () YHKIIMOHAIBHBIX 00S3aHHOCTEH CIYIIATEISIMU KYPCOB IO CBOEMY MPO(eCCHOHABHOMY MpeAHa3HAYESHHIO.
IIpakTHyeckue 3aHATHUS 10 YCTAHOBKE U HACTPOIKe CPENICTB 3aIUThI IPOBOIATCS MO LIMKJIaM HA LIECTU-BOCEMH PAOOUNX MecTax
(kKonM4uecTBO paboOYMX MECT 3aBHCHT OT KOJIMUecTBa 00yJaeMbIX B ydeOHoi rpymre). Ha kaxaoM pabodeM MecTe T0JDKEeH OBITh
MIperoiaBaTellb, pa3BEPHYTO HEOOXOJUMOE 000PYIOBaHIE TEXHUUECKOTO KOHTPOJIS, MOJKIIOYEHHOE K JIOKaIbHOH BEIYUCIUTEIBHON
CETH.

Ji1s mpoBeieHNs TPaKTHYECKUX 3aHATUH UCTIONB3YIOTCS METOANYECKHE pa3padOTKH, MO3BOJISIONINE HHANBUAYATN3UPOBATH 3a1aHUS
00y4aeMbIM B 3aBUCHMOCTH OT UX JIOJDKHOCTHBIX KaTeropuid. Takue 3aJanus NpeICTaBIAIOT co00i MpoOIeMHBIE CUTYallMOHHBIE
BapUaHTBhI, PA3IHNYAIOIINEC MOJICJIIMU CETEH Nepeayy JaHHBIX, 1 HA00POM KOHKPETHBIX JICHCTBHUH, CYILIECTBEHHBIX IS
OIIPEAENEHHBIX KaTeropuil 00y4aeMbIX, 00beAMHEHHBIX B COOTBETCTBYIOLIYIO IOATPYIITY.

CamocTosTeNnbHbIe 3aHATHUS IPOBOJATCS MO PYKOBOJCTBOM IpernoaBarens. [t obecnieyeHns 3aHATHI HCTIOIb3YIOTCS
ABTOMAaTH3UPOBAHHbIE 00YUYAIOIIIEe CUCTEMBI, JICKTPOHHbIE YU€OHUKH, BUPTYyalbHble aBTOMATH3UPOBAHHBIE CUCTEMBI U
KOMIIBIOTEPHBIE CETH, a TAKXKE MPOrPaMMHBIE CPEACTBAa UMUTALIMN HECAHKIIMOHUPOBAHHBIX JI€HCTBUH.

1) PT'P Nel: Metoabl 3aiMThl HHPOPMAITUH B BEIYUCIUTEIBHBIX ceTsax. ObecneueHre nHQOpMaIlMOHHOH 0€30acHOCTH B III00aNbHON
cetu UuTepuer

Bomnpocs! k 3amure:

1. Buasl yrpo3

2. OpraHu3alOHHBIE MEPHI 3alIUTH HHPOPMALUH

3. TexHu4eckue Mephl 3aUTH HHPOpMaLUH

4. IIporpaMMHbIe MepbI 3aIIUTHl THHOPMAIIH




5. AnnapaTHo-IIporpaMMHBIE CPEACTBA 3aLUThI MHGOPMaLUU

2)PT'P Ne2: Mcrionbp30BaHUE 3aLUIEHHBIX KOMIIBIOTEPHBIX CUCTEM

Bompocsr k 3ammuTe:

1. AnmapatHo-nporpaMMHbIe CpPeCTBa 3aIIUTHl HH(POPMALIUU OT HECAaHKIIMOHUPOBAHHOTO HUCIIOJIb30BaHUS
2. Crannapr cereBoit ayrentudukanuu IEEE 802.1x 18

3. IIpoToKOIbI ayTeHTU(UKALUH

4. Kommekt npotokosos IP-Security (IP-Sec)

OTueT JoKeH COOTBETCTBOBATH CIIEAYIONINM TPEOOBAHUSM:

1. Otuer pesynbratoB PI'P odopmisiercs B TekcToBoM penaktope MS Word Ha nucrax popmara A4 (297x210).

2. VznoxeHne MaTepuaia B OTYETe JOIDKHO OBITH OCIe0BaTeNbHBIM M JIOTHYHEIM. OT4YeT cocTOuT U3 3a1anus Ha PI'P, comeprxanus,
pa3zienoB, BEIBOAOB U CIIMCKA JIUTEPATYPHBIX HCTOYHUKOB. B CTpyKTYpy oTyeTa MoxeT BXoauTh [Ipunoxenue.

3. O6wvem PI'P pabots! momkeH ObiTh — 10-15 cTpanu.

4. Oruer omKeH OBITH OTIICYaTaH Ha KOMIBIOTepe Yepes 1-1,5 uatepBana, Homep mpudra — 12-14 nt Times New Roman.
PacmionosxeHne TekcTa IODKHO 00ecTieunBaTh COOIOAEHHE CIEAYIOIIIX MMOJeH:

— neBoe 20 MMm.

— mpaBoe 15 mm.

— BepxHee 20 MM.

— HIDKHEe 25 MM.

5. Bce crpaHubl 0TYETa, BKIIOYAs WILTIOCTPALMU U PUIIOKEHUS, UMEIOT CKBO3HYIO HyMepaluio 0e3 MpoIycKOB, HOBTOPEHHUH,
JUTEPATypHBIX H00aBieHuil. [lepBoii cTpaHuIleH CUNTACTCS TUTYIIBHBIN JIUCT, HA KOTOPOH HOMEpP CTPAHHIIBI HE CTABUTCS.

6. Tabnmuip! 1 AUarpamMmel, co3anaeie B MS Excel, BCTaBIsSIOTCS B TEKCT B BHJIE JUHAMHUYECKOHW CCHUIKM HA HCTOYHUK Yepe3
CIeIHaTbHYIO BCTaBKY.

7. OCHOBHO# TEKCT JeNUTCs Ha TaBbl ¥ naparpadsl. [1aBel HyMepyroTcs: apaOcKkuMu 1udpamu B IIpesenax Bceil paboThl u
HAYMHAIOTCS C HOBOH CTPaHMIIBI.

8. [ToguepkuBaTh, HEPEHOCHUTH CIIOBA B 3ar0JIOBKAX U TEKCTE HEJb3s. ECITM 3aroj0BOK COCTOUT U3 IBYX NPEAJIOKEHHUH, UX Pa3IesioT
TOUYKOH. B KOHIIEe 3aroioBKka TOUKY HE CTaBsT.

9. CchUIKM Ha JIUTEPATYPHBIH HCTOYHUK B TEKCTE COIIPOBOMKAAIOTCS MOPSIKOBBIM HOMEPOM, I0J] KOTOPBIM 3TOT HCTOYHUK BKJIFOUECH B
CITMCOK MCIONIB3YyeMOH uTeparypsl. [lepekpecTHas cCchlIKa 3aKII09aeTcsl B KBaApaTHbIe CKOOKH. JI0MyCcKaloTCst HOCTpaHNYHbIe
CHOCKH C (PMKCHPOBaHHUEM UCTOYHUKA B HWYKHEM I10JIE JIUCTA.

10. CocraBnenue 6uOIHOrpadgUUECcKOro CIUCKa NCIOJIb3YeMO# TUTEepaTyphl ocyiiecTriseTcs B coorBerctBun ¢ [OCT.

IIpu moaroToBKe K 3a4eTy ¢ OLIEHKOH HEOOX0IMMO OPUEHTHPOBATHCS Ha KOHCIIEKTHI JIEKIUH, PEKOMEHIYeMYIO JIUTEPaTypy,
obpaszoBatenbHble MHTEpHET- pecypcebl. CTyJeHTY pEKOMEHAYETCsl TakoKe B Hadae y4eOHOro Kypca HO3HAKOMUTBCS CO CIeAYIoLeH
y4eOHO-METOINUECKOM JOKYMEHTaNeH:

MPOTPaMMOM JIUCIMILIMHBL,

TIepeYHeM 3HAHUI U yMEHHH, KOTOPBIMHU CTYJEHT JI0JKEH BJIAJICTh;

TEMaTUYECKUMH IUTAHAMH MPAKTUYECKUX 3aHATHI;

y4eOHHKaMH, TIOCOOMSIMU 10 AUCIHUILTHHE, a TAKKe IEKTPOHHBIMU PECYPCaMH;

IIepEeYHEM BOIIPOCOB K 3a4€TY C OLEHKOM.

Tocne aTOTO ¥ CTYIEHTA JOJHKHO C(OPMHUPOBATHCS YETKOE IpeicTaBlieHrne 00 00beMe U XapakTepe 3HaHUH U yMEHUH, KOTOPBIMU
HaJo OyJeT oBJIaJieTh B IPOLIECCE OCBOCHUS JUCHUIUIUHBL. CHCTEMaTHYECKOE BBINOIHEHHE Y4eOHOH paboThl Ha MPAKTHUECKUX
3aHATHAX ITO3BOJIUT YCIIEIIHO OCBOUTD AUCIUIUIMHY U CO3/aTh XOPOILIYI0 0a3y [UId CauM 3a4eTa C OL[CHKOI.

IIpu moAroToBKe K 9K3aMeHy HEOOXO0JUMO OPUEHTHUPOBATHCS Ha KOHCIIEKTHI JIGKLIMH, pEKOMEHAYEMYIO JIUTEpaTypy, 00pa3oBaTeIbHbIe
Hntepuet- pecypebl. CTyIeHTY peKOMEHAYETCS TakoKe B Hauasle yueOHOro Kypca I03HaKOMUTBCS CO CIIEAyIoIei
yueOHO-METOANYECKOH TOKYMEHTaIHeN:

- IPOrpaMMOH TUCHUIIIMHBI,

- IepeYHeM 3HaHUH ¥ YMEHHH, KOTOPBIMHU CTYJEHT JI0JDKEH BIIAJICTh;

- TEeMaTUYECKUMH IJJaHAMU NIPAKTHUECKUX 3aHATHH;

- y4eOHHKaMH, TTOCOOHMSMHU O TUCLIUIUIMHE, & TAKKE JIEKTPOHHBIMHU PECYPCaMH;

- IepeYHeM BOIIPOCOB K HK3aMEHY.

IMocne 3Toro y cTyzfeHTa OMKHO COPMUPOBATHCS YETKOE MPECTAaBICHNAE 00 00beMe U XapaKTepe 3HAHHI U YMEHUH, KOTOPBIMI
Hajo OyZIeT oBJIaieTh B IPOLIECCE OCBOCHUS JUCIUIUTUHBL. CHCTEMaTHIECKOE BBINOIHEHHE YIeOHOH paboThl HA MPAKTHYECKUX
3aHATUAX [I03BOJIUT YCHELIHO OCBOUTh AUCLIMILUIMHY U CO3aTh XOPOIIYI0 0a3y AJs Clauu SK3aMeHa.

Odopmiienne u 3animuTa Npou3BoauTCs B cooTBeTcTBUH co ctangaprom JBI'VIIC CT 02-11-17 «Y4eOHble cTyaeHYECKHE pabOTHI.
OO1mue NONOKEHUS.

O1reHKa 3HaHWH MO AUCHUILTHHE TPOU3BOIUTCS B cooTBeTCTBUU co ctannaptom [ABI'YIIC CT 02-28-14 «DopMbl, MEPHOANIHOCTD H
MOPSIOK TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH M MPOMEKYTOYHOM aTTeCTalluny.

Peanu3aiiusi TUCTAaHIIMOHHBIX 3aHATHIT TpoBoUTCs B cO0TBeTCTBUH co CT 02-02-18 "Peanu3anus 00pa3oBaTeIbHBIX IPOTPAMM C
HCIIOIb30BaHUEM 3JIEKTPOHHOTO 00y4IeHHs U JUCTAHIIMOHHBIX 00pa30BaTeNbHbIX TEXHOIOTHIH" .




